
 Lost or stolen phone/computer 

 Find location

◦ Android: android.com/find

◦ iPhone: icloud.com/find

 Try to send sms to your phone

◦ If messages appear on the display, you can give a message to a potential finder

◦ iPhone: Lost Mode

 Contact IT

◦ It is necessary to block access to internal systems of the company or organization 
for accounts

 Remote backup

◦ If your phone has a remote backup application, back up now.

 Lock and wipe

◦ Android: At android.com/find activate lock and erase features

◦ iPhone: At icloud.com/find select your device and wipe it.

 Sign out of accounts

◦ From another device, log in to your accounts where you are signed in lost device 
and log off those accounts on the lost device 

▪ Facebook  , Twitter, Gmail, Alza etc.

▪ Ask others to temporarily remove you from conversation groups (e.g., Signal, 
Telegram, Threema, Whatsapp, Slack, etc.) where sensitive information may 
occur (yours or others).

 Change passwords on accounts that were logged on a lost device

 Send your cryptocurrencies to the new address

◦ If you have a wallet backup, restore it, create a new one, and forward there your 
cryptocurrencies 

 Contact your phone operator to lock SIM card

 Block payment cards stored in device applications

◦ Your credit cards may be stored in some apps or websites

 Notify friends and/or customers

◦ Your accounts may be misused for phishing attacks, tell your friends about this 
possibility
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http://support.apple.com/kb/PH2700
https://www.digitalni-sebeobrana.cz/en
https://www.alza.cz/muj-ucet/profil/prihlasena-zarizeni
https://myaccount.google.com/device-activity?utm_source=google-account&utm_medium=web
https://twitter.com/settings/sessions
https://www.facebook.com/settings?tab=security&section=sessions&view
https://icloud.com/find
https://android.com/find
https://icloud.com/find
https://android.com/find

