www.DIGITALNI-SEBEOBRANA.cz

UNIKLE PRIHLASOVACI UDAJE:
https://haveibeenpwned.com

NEJPOUZIVANEJSI HESLA:
https://www.whatsmypass.com/the-top-500-worst-passwords-of-all-time

DICEWARE:
https://world.std.com/~reinhold/diceware.html

SPRAVCI HESEL:

Lastpass - https://www.lastpass.com
1Password - https://1password.com
Keepass - https://www.keepassx.org

DVOUFAZOVA AUTENTIKACE (2FA):
Authy: https://www.authy.com

Gmail: https://myaccount.google.com/signinoptions/two-ste

LinkedIn: https://www.linkedin.com/psettings/two- step-verlflcatlo

Facebook: https://www.facebook.com/security/2fac/settings/
Instagram: Options -> Two-Factor Authentication

POSILANi ZPRAV:
Signal: https://www.signal.org
Threema: https://www.threema.ch

EMAIL:
Protonmail: https://www.protonmail.com

Thunderbird: https://www.thunderbird.net + rozSifeni Enigmail
Mailvelope: https://www.mailvelope.com

VPN:
NordVPN: https://nordvpn.com/

ProtonVPN: https://protonvpn.com
SecurityKiss: https://www.securitykiss.com

PROHLIZECE:
Brave: https://brave.com
Tor: https://www.torproject.org

ROZSIRENI PRO FIREFOX/CHROME/SAFARI:
Privacy Badger: https://www.eff.org/privacybadger

Hitps Everywhere: https://www.eff.org/https-everywhere
Ghostery: https://www.ghostery.com

SIFROVANI:

Veracrypt: https://www.veracrypt.fr

NOVY UCET:

WEB POUZIVA HTTPS

VYTVORIT SILNE HESLO/PASSPHRASE
HESLO JE VE SPRAVCI

2FA ZAPNUTO (POKUD JE TO MOZNE)

NOVA APLIKACE/ROZSIREN:I:
OPRAVDU TO POTREBUJI
POVOLENI K PRISTUPU JE LEGITIMNI

NOVA ZPRAVA:
KDOKOLIV Ji MUZE CiST, JE TO OK NEBO POTREBUJI SIFROVANI?
NEJSOU V Ni PRIHLASOVACI UDAJE

NOVE WIFI PRIPOJENI:

NESTACI MI MOBILNIi DATA?

JE ZAPNUTA VPN NEBO TOR?

DVAKRAT ZKONTROLUJI ADRESU A OBSAH WEBU

NOVY TELEFON NEBO POCITAC:

JE AKTUALIZOVANY?

JE ZAPNUTO SIFROVANI?

ZAMYKAM HO DOSTATECNE?

MAM PRELEPENOU KAMERU / FOTOAPARAT?
ZALOHUJI A ODPOJUJI?
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